With the continuous progress of information construction in colleges and universities, the problem of information security is becoming more and more serious, so it is urgent to strengthen the information security governance in universities. This paper first briefly introduces the connotation of information security in colleges and universities, and then briefly analyzes the current situation and causes of information security in universities, and finally puts forward suggestions and ideas on information security governance in colleges and universities.
Introduction
In today's world, the information technology revolution is changing with each passing day, and has had a profound impact on the development of politics, economy and culture. The Internet has been integrated into all aspects of social life, profoundly changed people's production and lifestyle. China Internet development statistics report data show that as of December 2016, the scale of Chinese Internet users reached 731 million, the scale of mobile phone users reached 695 million, the size of Internet users in China has been equivalent to the total population of Europe [1] . However, we should also see that at the same time of the rapid development, information security issues are increasingly serious, and the survey shows that only 30% of Internet users have confidence in maintaining China's network security environment. The data show that only in 2016 year, the number of users involved in network security incidents accounted for 70.5% of the total Internet users [2] , colleges and universities as one of the largest audiences of the main battlefield of the network, its network and information security problems can not be ignored. Due to the Shandong Provincial College Entrance Examination Information System was implanted Trojan horse program resulting in leakage of personal information, and ultimately triggered the "Xu Yuyu case" tragedy. Once again to the network and information security sounded the alarm, so it is urgent to strengthen the university network and information security.
Definition of Information Security
For information security, the representative definition is as follows: Definition 1: security of computer and It's related and form a complete set of equipment, facilities (network) security, the safety of the running environment, information security, security to use their computer functions, in order to maintain the security of computer information system [3] .
Definition 2: for the data processing system to take the technical and management of security, protection of computer hardware, software, data is not accidental or malicious reasons have been damaged, changed, leaked [4] .
Definition 3: information security is to make information avoid a series of threats, to ensure business continuity, to minimize the loss of business, maximize access to investment and business returns, involving confidentiality, integrity, availability [5] .
From the above definitions we can see that information security is a complex, involving a number of aspects of the system, including the network and information hardware infrastructure, including security, and network and system software, including the transmission and data security during propagation. Its essence is to ensure that the data in the transmission, storage, processing, use and other life-cycle security.
Current Situation of Information Security in Colleges and Universities

Part of the business system and website protection capacity is weak in universities
Colleges and universities have established their own campus network and business systems, however, the overall capacity of protection is weak. With the continuous expansion of the scale of the campus network, the difficulty of network security management, monitoring and its traceability gradually increased, network security risk is increasing; business design defects existing in the system itself and the operating system loophole, etc. also provide an opportunity for the criminals; because the lack of funds, colleges and universities can only do the grade of safe protection and rating work for core servers, part of the business system, especially the secondary school website lack of supervision, the information security risk is obvious; in addition to hacker attacks, new Trojan horse and other endless viruses lead to information leakage and other safety accidents often happen in colleges and universities; in the absence of a full understanding of the safety of new technologies, cloud computing, large data and other new technology products are widely used in colleges and universities.
Information security incident response system is behind
The backwardness of the information security response system leads to the failure to detect the security threats in the campus network and business system timely. Under normal circumstances, the security incident occurred, the national CERNET user service staff notification of colleges and universities, colleges and universities began to focus on security incident. At the same time, the means of incident response are relatively simple, usually used to shut down the server, the deadline for rectification and other passive ways to treatment. Some universities have developed information security response plan and treatment method, but the implementation is not in place.
The Cause of Information Security in Colleges and Universities
Complexity of university network architecture
In recent years, with the enlargement of college enrollment scale, the expansion of the new campus and promote the digital campus construction process, Campus network in colleges and universities generally present network large user base, large scale, complex network architecture, Internet sites scattered, network supervision and security incident tracking difficult, etc. In order to facilitate the unified management of the school network, hardware and software resources, most colleges and universities use virtual machine cluster management model to allocate resources, the management model is certainly no problem. However, it is easy to operate for the secondary college or department. In the majority with Windows as the virtual host operating system, there are many loopholes in the Windows operating system, which makes the risk of information security increase significantly.
Information security management system mechanism is imperfect
At present, most colleges and universities are vigorously promoting their own digital campus construction and achieved fruitful results, but we should also see the awareness of information security is not in place, lack of supervision and management; part of the university one-sided view that strengthening information security governance is only the work of the information center and has nothing to do with the other departments. In the lack of information security governance system, the internal information security management is relatively loose, most of the existing rules and regulations become a mere formality, no strict supervision and inspection mechanism, lack of information security emergency contingency plans; some colleges and universities have not set up information security leading group to coordinate and promote the school's information construction and information security work.
Information security technology professionals' ability is limited
In the construction of information security governance in colleges and universities, technical personnel as the vanguard of information security, shouldering the important responsibility, technical personnel need to have professional information security knowledge, accurate positioning, diagnosis of campus network security anomalies, update campus security protection system, the timely repair of loopholes and the ability to identify potential threats to protect the campus network and information security. However, information security technology professionals' ability is limited. Most of them are used for the maintenance work of the traditional campus network. Information security and protection work are relatively few. There is no good ways to deal with information security incidents such as network attack. In addition to passive defense, there is no effective counter attack to deal with it.
Informatization and security construction funds are insufficient
In recent years, although the country has increased investment for information in colleges and universities, but we found that most of the funds used for information-related infrastructure construction, information security investment is very few. At present, some colleges and universities have outdated information security equipment, and some colleges and universities don't even have information security equipment, some colleges and universities can only do the grade of safe protection and rating work for core servers, the construction of information security situation is grim.
Teachers and students information security literacy to be improved
In the aspect of information security education development in China started relatively late. Many colleges and universities are not fully aware of the importance of strengthening information security education, resulting in the faint awareness of information security to students. They lack the correct understanding of information security, and lack of regular information security laws and regulations knowledge reserve. The general teachers and students pay more attention to whether the network is convenient, there is little concern about whether the network environment is safe and this operation is in accordance with the specification. At the same time with the use of mailbox, mobile disk and etc. making the file circulation and so on become possible, are greatly increasing the risk of information leakage.
Suggestions on Information Security Governance in Colleges and Universities
Optimize the network structure of colleges and universities and strengthen the construction of information security prevention and control system
We should increase the investment of information security in colleges and universities, optimize the network structure of colleges and universities, increase the investment of network security infrastructure such as firewall, access gateway and vulnerability scanning equipment, optimize the allocation of resources, update the operating system patches and strengthen the vulnerability scanning. Virus and other detection and early warning, through the authentication, data encryption and other ways to strengthen the software system information security, increase the level of information security protection and risk assessment, strengthen the internal risk control of various departments and strive to build efficient information security protection system.
Strengthen the top-level design, make information security management and coordination agency
General Secretary Xi Jinping stressed that "network security and information technology just like the wings of a bird and like two wheels of a car, it must be unified planning, unified deployment, unified promotion, unified implementation" [6] . China has set up a central network security and information commission, the information security threat has risen to the national security level. Colleges and universities should also take advantage of the situation, strengthen the top-level design, colleges and universities should set up a university information and security leading group, vice-president as a team leader for information affairs. The team should set up an information security and emergency response office. The Office of Academic Affairs, Science and Technology Department and other functional departments as a member of the team. This team comprehensively promotes the work of information security in colleges and universities, including that the introduction of information security emergency measures, making information security management regulations and other institutional documents, strengthen supervision and inspection etc.
Increase the intensity of training and learning, to build a high level of information security team
A high level of information security personnel is the reserve forces and the important support of informationization for the long-term development, the universities should constantly improve information security management and governance function, strengthen information security personnel training, innovative ways, methods, widen the channels of personnel training, improve the information security personnel training mechanism, strengthen the professional and technical knowledge, improve the ability of emergency response, forging a high level of information security protection shield.
Promote the popularity of information security education, improve information security literacy and awareness
In order to cultivate college students with good information security and awareness, we should learn from the ideas of developed countries such as the United States, we should carry out information security training courses, organize the normalization of information security seminars, carry out information security innovation competition, carry out information security publicity month activities etc. and vigorously strengthen the information security education, popularize the basic knowledge of information security, and constantly improve the information security awareness of teachers and students. Regulate the behavior of teachers and students to get to the Internet, in the school within the scope of forming good information security environment and atmosphere.
Conclusion
Information technology is a double-edged sword, we enjoy the convenience of the network at the same time, should be highly concerned about the network and information security threats, and constantly consolidate the foundation of information security, strengthen the security grade protection and information risk control, improve the information security governance mechanism, and strive to build a relatively safe new information security system in colleges and universities.
